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(] selectan Search Filename Q
TRDB Filename Size Deployed Timestamp Status
Crypto Address Crawler System Filename 12MB 16/12/2020, 21:33:42 16/12/2020, 21:33:42 @
ICE AP Filename 12MB 16/12/2020, 21:33:42 16/12/2020, 21:33:42
Filename 12MB 16/12/2020, 21:33:42 16/12/2020, 21:33:42
TOMS AP Filename 12MB 16/12/2020, 21:33:42 16/12/2020, 21:33:42
Filename 12MB 16/12/2020, 21:33:42 16/12/2020, 21:33:42
Filename 12MB 16/12/2020, 21:33:42 16/12/2020, 21:33:42
TOMS API
Threat Reputation Database On-premise Management System DS ieoweieils (s Seefooamio B eSmEmanian  Saed
LH -="- 2:!. ;ég gaé' TRDB (_C,>_| g %:' EI. E" OI EI tHI OI é) TRDB Management System (TMS) latest TRDBver:2021.7.14  Sync from Cloud
2021 Ll;zl 3% O_” %Al %l TOMS APIE %_l z' él_l_ —%l /d _};’_X_” JC_)L?_ DSeIeCtAII Search Filename Q
_ _ 3 _ 3 3 Filename Size Deployed Timestamp Status
Al- BOI- ; ?b: i: 6|- E % /é_l j:” E' i)i 9 D:I ! —{l E_ g a 6' g jl- OI_I- Filename 12MB 16/12/2020, 21:33:42 16/12/2020, 21:33:42 ©
% E a‘” Dl ﬁ —g— —?— /j O‘” EH él' —J|\— _.C_)._ O‘“ J_C-,l 3 &l 9 E B % 8=’I- Ll |:|- Filename 12MB 16/12/2020, 21:33:42 16/12/2020, 21:33:42
Filename 12MB 16/12/2020, 21:33:42 16/12/2020, 21:33:42
Filename 12MB 16/12/2020, 21:33:42 16/12/2020, 21:33:42
Filename 12MB 16/12/2020, 21:33:42 16/12/2020, 21:33:42
Filename 12MB 16/12/2020, 21:33:42 16/12/2020, 21:33:42

TMS Auto-sync schedule  User Management

TRDB Management System (TMS)

Network Configuration

DOCS

Daily sync from Cloud (HH:MM)

Sign out

latest TRDB ver: 2021.7.14 Sync from Cloud Upload IOC file



Ml S 2 H Threat Intelligence

TOMS?2| =2 J|lslile =4 #g 182l dA HoIe It
| UL RESTIul APIE Solf Lt2ret SEi2], OH=c2lAH0l &

Zatk

2 NMEIAZ N =EHGHH HS0] Jis&LIth ot 224014
Sd0ll ZAH, 252 WF ZFH UWEHAIUA 2IeHS 32 80|
e EEHOIEHBIOIA(TRDB) WM S AEE = X4l 20t
ClEc|&A OIOIE ol 2BAIAJE JrsELILE.

SR A&, s )HdE =58 22ERNH HS2AHOES2
N HERCE FAe #H ZdBHAIE ==of0F oI TH= 0
TOMS APIJt Ml = ot H iR 32 E= &

15 TOMS Threat Reputation Database On-premise Management System UWS2F 1% 24 TRDB( £/ & T o|o|g H|o|A)



Defense Security 22 9 A Aol 7|n Ao FLE HER ciRol HE
ALOIE H0k 0| £ Ol 2E SlEfHl ALBAS S| U ALE ol

AMOIHERE = 22 4 TUSHC. H 20l HEdZ 222 ABXS

3R E WA 22 Alols 222 @i, ot @ =of

=[7] Hofl dA Hol oS & = U= O =Hadel 2oF

.

|:| =
E 2 M2 M35t A} Defense security & 71245t &4 CF

UPPward SHE Bot =
AMEA= MEIY Z2E 30| &S5k Aol 2ot &= JHel PC
Sentinel Protocol Dapp NElZ Z=2E2 0N ol 52X of &£/ CI2 gtol AtE2EE 3)}[954,
MEAEZ=EZ2| #8d EE HOo|EHH O|A(TRDB)E =af
FetRE &Y= FA AlolH Hot 2[F (eHSHURLTE =M ¢,
ofo|ol URL, 2ol XZUF L0 SE|AE 5) HBY U2
Nsgs = AgUch




17

S|AIH M F a7

UPPward

UPPward

UPPward Security Tool
S/E Eot E

SHET ZE AIEE0| E B2t X oA FEE
AtEE = U= AP SX| Hot & UL SfE=

H 9 il% ol glo] HAIOIE, EQIE, &S5t F4
s2| t% HEE ZE AZXOA &1 wEA

M= gkt

Defense Security

c Edge & Firefox Browser G chrome @brave

@ UPPWARD by uppsalasecurity

oy A2 2 HlO|E S 2 AHoALIR?

{



18

SIATIH M ZE 2T

UPPward = £<2l7I?

UPPward E2}$X LAHHIM2 A & ALY| BFX| EotE QL T},
AMEAZEHSESsED [_= AOIE(URL)F MEIE T2 E =22
e HE HO|EH|O|A(TRDB)E A& &=%xs5l0d ss8H2=Z
HolEe| ot S IH = s URLO| HEEY 7

O O
ArE X0 A E 2grH ot

AHE RS2 T UPPward Z4i &0l URL, 22 2% st |2t
LSS AMBORM SHXE HEQIX| BHoly 4 D,
AMHE R o MEE AZIES SARIAIR2IE 2 B otH 2 Ttof )

(-
U
U
=

D

Q_
rr
Y
>
o
|
1=
10
Ral
IN
-4
>
Tu[ru
| >
=
o]
k<)
nak
1o
N
M
fo

UPPward

UPPward Security Tool

Defense Security

é 0x1234abcd01EF1234567890G123F1234 Q

Safe.

The search target has been verified as safe which do not
carry out any suspicious activities.

Indicator info Details >

Indicator Number #12345678
Type Ethereum (ETH)
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— - - | - -
Uppsala Security’s AML | © - | ©

- < Transaction details — Sentinel Portal
@ SAMSUNG Blockchain

Sent Case Report Incident
= 10 ETH ' Report Title
Case Name

Report Details

AEI_E'Al _ﬁ_ El El AM I_ %?:II_ Ol_l' A" |:| | ﬁ Transaction ID 0x12345...123456 |

) Date 2020.09.22 12:00:00 |

[0

Case Details

- A = = 3 O 2l =
0x1234567890abcd1234567890abcdefgh012345123

o / |

x| 2 W ‘l
To
AMMMXIAM EA|ISE E| A HEE J|S(AHEHA S10 Al2|= Oxabcd01234567890abcdefgh012345123abcdefgh01
=1 L— = - o This address is fl d as risky.
O|AH)E AlEsSt= A EEX 2l €3l ZE2H o| 2Xof|A| e Case Name
—E—/\El-al./klﬁ.al E| AML &gt Hol MH|AE AlA|ZIC 2 X|&l5t1D Attachments
ol A Amount 10ETH B 00 R —
AAEL’l L_—l'.
@ SAMSUNG Blockchain 2 ETH f,ggig"gc';l_
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Uppsala Security’s AML With Samsung Blockchain Wallet
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This address has been flagged for
connections to cybercrimes, such as
hacking.

Check the address again before sending
your virtual assets.

View more information
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Cryptocurrency Damage report uppsalasecurity
Period of Report 2020.04.22 - 2021.09.10

The total number of reports Total financial loss

834 Cases $ 260,969,741

Financial loss By 2021.05.10

Con Type

nandal Loss

 Eos Mi% & Ethereum $102,093,629

YV orx mm2% B Bitcoin $ 28,011,033

X XRP NN 3% X Ripple $ 1,451,576

ete. _m 0 Eos $ 272,260

B siC _m - WV Tron $1,682,236

@ ETH & Erc20 $ 75,901,006

€ erc20 —30% ete $ 51,558,002

Age of victim Type of damage
0% Phishing through emall, S 2556
5 Message, Social media

14% a
I 41%

24%

. 30-39 @ 4l 49 [ 20-29 & 50-59 ® 50-b% f0-79

Pyramid Scams

I 22%

Y DU TNy Wl —
private key loss 21%

Exchange Account

hacking

I 15%

Stolen by an inside man GG 6%

ICO investment fraud I 5%

Voice phishing

Mining Scams

4%

I 24

Defi-related damage BT

Digital Assets Tracking Service

Damage affected area

uppsalasecurity R i Coikie

37% Seoul

20% Gyeonggi-do

8%

5%

4%

3%

2%

1%

Incheon

Busan

Gyeongsangbuk-do,Daegu

Jeju, Chungcheongnam-do,, Ulsan, Gyeengsangnam-do,
Chungcheongbuk-do,DaejeonJeonianam-do

Jeonlabuk-do, Gwangju,Gangwon-do,

uppsalasecurity.com


https://docs.google.com/forms/d/e/1FAIpQLSdZGCXn68ECrBMeFZjvrgKYn0DJXtEhT51eb7IzIaaOf_K2yQ/viewform

As updated in February 2022

Decentralized Solutions for
Cyberspace Security.

info@uppsalasecurity.com WWW. uppsalasecurity.com uppsalasecurity
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